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itemType operation_ld timestamp [UTC] message
> request 3045ed1aabe170d9chefa267017e68c1 2/22/2023, 12:25:42.389 PM
@ > trace 3045ed1aabe170d9chefa?67017e68c1 2/22/2023, 12:25:44.235 PM Executing 'PlaceOrder’ (Reason="This
> ftrace 3045ed1aabe170d9chefa267017268c1 2/22/2023, 12:25:44.287 PM C# HTTP trigger function processed &
> trace 3045ed1aabe170d9chefa267017e68c1 2/22/2023, 12:25:44.356 PM Querying cache for sku for productid
>  trace 3045ed1aabe170d9chefa?67017e68c1 2/2272023, 12:25:44.357 PM Found sku sku1 for productld 1
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trace 6a23a220617228efa26fbc12323bf7ab 2/22/2023, 12:30:40.375 F
trace ba23a220617228efa2bfbc12323bf7ab 2/22/2023, 12:30:40.374 F
0‘
‘é trace 6a23a220617228efa26fbc12323bf7ab 2/22/2023, 12:30:40.374 |
\ trace ba23a220617228efa26fbc12323bf7ab 2/22/2023, 12:30:40.483 |
trace ba23a220617228efa2bfbc12323bf7ab 2/22/2023, 12:30:40.485 |
45> Order APl
| trace ba23a220617228efa2bfbc12323bf7ab 2/22/2023, 12:30:40.502 F
W3C Trace Context exception 6a23a220617228efa26fbc12323bf7ab 2/22/2023, 12:30:40.819 |
A
= v LN cusidmer 1 traceparent: 00-6a23a220617228efa26fbc12323bf7ab-b1de33659bfbh2352-01
et —
itemType operation_Id t
Order Processor Inventory AP > request 6a23a220617228efa26fbc12323bf7ab -
W AN >N
> trace ba23a220617228efa2bfbc12323bf7ab .
\ > trace ba23a220617228efa26fbc12323bf7ab c
Order Eulfillment Processor > trace 6a23a220617228efa26fbc12323bf7ab ‘
;/ D> > trace 6a23a220617228efa2b6fbc12323bf7ab :
> trace ba23a220617228efa2bfbc12323bf7ab .




End-to-end
Operation 10 ba2d0901e3307644378b590b8afd4e51 @

A = Exception = Dependency {outgoing) . = Request (incoming)
EVENT
N L api-rootcause PlaceOrder
~ .annejan Message
v Time Spent in Queue
ot L orderprocessor-rootcause OrderProcessor
~ @ inventoryapi-rootcause POST /api/reservati

Linventoryapi-rootcause Reservations

‘a annejan  ServiceBusReceiver.DeadLetter

A\ EXCEPTION  System.Exception

Y

ons

[+] Autoindent

RES.

200

404

404

ItyProcessor | 0

DURATION

49.7 ms
136.2 s
34 ms
130.2 ms
99.0 ms
284 ms

11.1 ms

34 ms

84.3 ms

1|4

2 "Td": "feflacbb-Tfed-442d-9e06-53fe3aaa3diem,

3 "Ttems": [

4 {

2 "Sku": "sku4",

& "ProductId®: 3,

7 "Rmount": 1

8 }

8 1

10 | ¥

Message Custom Properties
Key | Type WValue
ShAzureWeblobsParentld gyl a39%3291-ed62-4c8d-bf51-a8bf400e 8 7ef
Diagnostic-Id String 00-ba2d0501e 33076443780 550b Bafd4e 51204 1c 7455 3257 33-00

v

N




4_(:,},

245 Order AP

]:

KK

[[1

Order Processor
WA

Order Fulfillment Processor
Vg AN

|
<

End-to-end ion
Operation III': daB86814634da67c91cbb26821d79088, 9h982e84b05bfch26c68bf1bfa119dd7 -

. = Request (incoming) Vj = Dependency (outgoing)
EVENT RE5.
| ‘ api-rootcause PlaceOrder 200
~ Ll annejan  Message

~  Tirne Spent in Queue

~ A7 Store event  Store event

v By orderprocessor-rootcause OrderProcessor 0]
/ "3‘ 169.254.169.254 GET /metadatalinstance Fault...
~ B ManagedldentityCredential.GetToken
@2 127.0.0.1:41870  GET /msi/token/ 200
& cosmos-rootcause  GET 200
~ (B inventoryapi-rootcause  POST fapifreservations 204
‘ inventoryapi-rootcause Reservations 204

DURATION

27s

2.5 ms

419s

B, orderfulfillmentprocessor-rootcause  OrderFulfillmentPre 0
<& cosmos-rootcause-westeurope  Get collection 200
<& cosmos-rootcause-westeurope  Create document 201

\ Time Spent in Queue
‘ customerloyaltyprocessor-rootcause  CustomerloyaltyProcessor | 0
~ @, annejan  ServiceBusSender.Send
~ b DefaultAzureCredential.GetToken
- ManagedldentityCredential.GetToken

@2 127.0.0.1:41779  GET /msi/token/ 200

6.3s

320.0 ms

11z

208.2 ms

172.9 ms

26.8 ms



itemType operation_|d il operation_Parentld ---
> request daB8868146a4dab7c91cbb26821d79088 4dfc58ee3eb89868 €9344dbb9113%aa9
o > trace daB8868146a4dab7c91cbb26821d79088 4dfc58ee3eb89868
‘s > trace daB8868146a4dab7c91cbb26821d79088 4dfc58ee3eb89868
> trace daB8868146a4dab7c91cbb26821d79088 4dfc58ee3eb89868
» dependency daB8868146a4dab7c91cbb26821d79088 36005bd%eafefc0d 4dfc58ee3eb89868
>
L Order AP dependency da8868146a4dab7c91cbb26821d79088 d361f4eeabbfobbe 4dfc58ee3eb89868
> ___dependency daffrR146a4daA7c01chh?6282 1479088 1a22h2 167hAf97 7 AdfcSRee3ehR08AR
itemType operation_|d customDimensions__MS5.links tirr
v > request 9b988e84b05bfco26c68bf1bfal19dd7 [{"operation_|d"]{'da8868146a4dab7c91cbb26821d79088"|"id"|"36005bd9eafefc0d™]] 2]z
—
N\ : —  » trace 9b288eB4b05bfc626c68bf1bfal19dd7 2]z
Hu .
2> ftrace Ob988e84b05bfcb26e {
"id": "97040ac9-4db6-479b-bad7-412069d43b59",
2 trace Ob%88e84b05bfcb26c "orderItems": [
> trace Oh988eB4b05bfcbZ b {
"Sku": "‘SkUSHJ
> trace 9h988eB4b05bfcbZbe "productId”: 5,
"Amount": 1
) ¥
1

Order Fulfilime "orderTd”: "e1d37086-3cbb-4443-9300-a44574bg97cas",

S!; > "DiagnosticId”: "@0rda8868146a4da67c91cbb26821d79088[{36005bd9eafefcod

5\\\“‘-\\\_ " rid": "JakQAPDEiK8aAAAAAAARAA==",
" self": "dbs/JakQaA==/colls/JakQAPDEiK8=/docs/JakQAPDEi1K8aAAAAAAAAAA=
" etag”: "\"5belcc46-0000-0do0-0000-63f6ladfeBEn\"",

" mn T 1 ™~ &m
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OTel In The Microsoft Ecosystem
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Distributed tracing comes out of the box
Increasingly based on open standards

Can be extended

OpenTelemetry looks promising and is gaining

momentum .
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Thanks!

https://github.com/AnnejanBarelds/FindingTheRootCause
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